CVE Request Web Form Tip Sheet

Complete a “CVE Request” web form to request a CVE ID from MITRE.
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Submit a CVE Request
* et

* Select a request type
* Enter your e-mail address

Enter a PGP Key (to encrypt)

test

* Number of vulnerabilities reported or 1Ds

- Plaase choose an action -
Reguest a CVE ID
Request a block of IDs {For CAs Only)

Matify CVE about a publication
update to an existing OVE

Other

d(1-20) @ 1 | Doyou need more than 10 107 o

& Before submitting this request you sheuld check whether the affected vender is a CNA (see hitp:// fena.hkenl),
question, wawihwldmlﬁmﬂ‘ulﬂ!lw|wﬁvdo.inﬂiﬂmthIWEID(ﬂ.hHDHcvlmm org/evel/cve.l M:nl]

* 1 have verified that this vulnerability is not in a CNA-covered product. [

1 have verified that the vulnerability has not already been assigned a Cve 10, [

in CNA products must be sent to the vender in

* Vulnerability type @ ~-Choose One--

*Vendor of the product(s) O

Affacted product(s)/code basa
* Product

[+] Add

Required

:0

* Version

[-] Remove e

Additional information

A\ By dlicking the submit button, you are agreeing to the CVE Terms of Use.

Enter Security Code

a. Request Type — Select the
Request Type. The web form
fields are tailored to each Request
Type. This example is for the
“Request a CVE ID” request type.

b. Number of vulnerabilities — Enter
the number of vulnerabilities. A
set of fields is provided for
information about each
vulnerability.

c. Verification — Select check boxes
to verify the information.

Note: The round, blue icon
containing the letter “i” provides
additional information about
specific fields.

d. Vulnerability Type — Select
vulnerability type from the drop-
down list.

e. Required data fields — Enter
information into the required
fields, indicated by asterisks.
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f. Additional information -
Additional information about the
vulnerability or about the request
can be provided.

g. Terms of Use — Review the CVE
Terms of Use prior to entering the
security code and submitting the
form.

h. Submit — Once you have
completed filling out all
information, enter the security
code and submit the form.

IMPORTANT: Please add cve-request@mitre.org and cve@mitre.org as safe senders in your email client.




Complete a “Request a block of CVE IDs” form if you
represent a CNA and require a new block of CVE IDs.

*
Select a request type Request a block of IDs (For CNAs Only) ﬂ

* Enter your e-mail address

Enter a PGP Key (to encrypt)

& This form is for CVC Naming Authorities (CNAs) only.
o CVE ID blocks are provicec te CNAs. If your organization is intzrested in bacoming a
CNA, plzase see the guidance at: http://cve.mitre.org/cve/cna. html

To request a block of CVE 1Ds, please provide responses to the following:

Required

©

* Number of CVE IDs needed (1-999) 1

Optional

Additional information 0

a. Number of CVE IDs — Enter the number of CVE IDs
being requested.

b. Additional information — Provide any additional
information or special instructions.

Complete a “Notify CVE about a publication” form to

notify CVE about a vulnerability publication.

*
Select a request type Notify CVE about a publication ﬂ

* Enter your e-mail address

Enter a PGP Key (to encrypt)

Required

* Link to the advisory 6
* CVE IDs of vulnerabilities to be published @
Optional
Date published (e.g., mm/dd/yyyy) e
Additional information

a. Link to the advisory — Provide a URL to the public
advisory about the vulnerabilities.
b. CVE IDs of vulnerabilities — List the CVE IDs,

separated by commas, to be included in the advisory.

c. Optional information — Provide the date of the
publication and any other additional information.

Complete a “Request an update to an existing CVE”
form if changes are needed in an existing CVE.

* Select a request type Request an update to an existing CVE ﬂ
* Enter your e-mail address

Enter a PGP Key (to encrypt)

Required

* Type of update requested @ --Choose One-- ﬂ e

* CVE ID to be updated @

* Describe update and rationale for requesting update G

Optional -
Link to references corroborating request rationale @

Complete an “Other” request form for all other
questions, issues, or comments.

* Select a request type Other ﬂ
* Enter your e-mail address
Enter a PGP Key (to encrypt)
Required
* Type of comment --Choose One-- e ﬂ

* Please provide your question, issue, comment, etc.

6

a. Type of update — Select the type of update being
requested from the drop-down list.

b. CVE ID to be updated - List the CVE ID for which the
update is being requested.

c. Describe update — Provide details about what
change is needed.

d. Link to references — Optionally, provide links to
references that validate the need for an update.

a. Type of comment - Select the type of comment
from the drop-down list.

b. Provide question, issue, comment, etc. — Provide
your question, issue, comment, or other
communication.




