Secure Configuration Remediation Tool


2. Task Order Title
Department of Defense (DoD)-wide Enterprise License for an automated Secure Configuration Remediation (SCR) tool.

3. Background

3.1. Vulnerability Management

Vulnerabilities exist when there is a flaw or weakness in hardware or software that can be exploited resulting in a violation of security policy.  Vulnerabilities can be the result of a flaw in the coding of software, configuration, and a great number of other factors.  As systems and applications become more complex, the number of lines of code multiplies exponentially.  Consequently, the potential for flaws also multiplies.  By exploiting vulnerabilities malicious code can cause significant and pervasive damage.  Contractors, users, researches, and hackers often discover vulnerabilities in existing systems or applications.  To rectify the problem, contractors often issue a short-term fix in the form of a patch or recommended change to protocol or configuration.  

While the threat to Department of Defense (DoD) systems cannot be eliminated, the following processes effectively manage the risk associated with vulnerabilities: 

· Automated Vulnerability Identification and Reporting

· Automated Vulnerability Remediation

A critical aspect of effective Computer Network Defense (CND) is ensuring software operating systems and applications are kept up-to-date with the latest vulnerability patch.

4.0  TECHNICAL REQUIREMENTS
4.1  OBJECTIVE

This SCR Initiative effort is to provide an ENTERPRISE-wide automated standardized tool to remediate emerging and known IA vulnerabilities at the asset level.

4.1.1   INTEROPERABILITY REQUIREMENTS

4.1.1.1 The system shall accept the input from the Secure Configuration Compliance Validation Initiative (SCCVI) tool.  This tool is the eEye Digital Security Retina suite. 

4.1.1.2 This tool shall be interoperable with those SCCVI tools that are currently deployed in the “ENTERPRISE” (for example. Harris STAT, ISS, Foundstone, Nessus).   

4.1.1.3  The system shall accept input and deliver output via standard data formats like tab delimited, Comma Separated Variable (CSV), and Extensible Markup Language (XML).

4.1.1.4  The system shall provide the capability to connect to a SQL database using the Open Database Connectivity (ODBC) standard.

4.1.1.5 Must be able to store and retrieve data from a SQL compatible database.

4.1.1.6 The system shall accept configuration and vulnerability-related remediation requirements provided by DoD expressed in OVAL eXtensible Markup Language (XML) when available.
Deliverable:   The SCR Tool shall provide an automated network quarantine capability within six (6) months of award.

4.1.2 REMEDIATION REQUIREMENTS

4.1.2.1  
The system shall provide the capability to perform policy based remediation.  For example, create a remediation policy based on IAVMs, CVE, operating system type, or STIG compliance.
4.1.2.2  
…..
5.0 Scope

The Government requires a capability that will automate the remediation of vulnerabilities based on the DoD instructions.  Examples of instructions/, guides include the DISA Security Technical Implementation Guide (STIG’s), National Security Agency (NSA) System and Network Attack Center (SNAC).  This ability must be selective in nature.  Selective remediation means to perform remediation on a group of network assets or on a single network asset.  This shall also include remediation of a single vulnerability or a group of vulnerabilities. 
The CVE dictionary of named vulnerabilities is readily available on the public cve.mitre.org web site.  One hundred and three contractors have declared that 198 products are or are being made CVE-compatible.  In addition, in October 2003, NIST issued a Special Publication, SP 800-36 (Guide to Selecting Information Security Products), available at:
http://csrc.nist.gov/publications/nistpubs/800-36/NIST-SP800-36.pdf
The guide specifically recommends that "Whenever applicable, the tool should report the CVE number for each identified vulnerability." 

The Government will have the option to test the contractor’s submitted products for the IA vulnerability SCR Tool capability.  This test, if conducted, will evaluate the tool's remediation of vulnerabilities using CVE numbers as well as all other requirements stated within this SOW.   

This lab test shall be conducted as follows:

· Week 1 Security Test – SCR submissions tested for STIG compliance.  All proposals with no category one (I) findings will proceed to week 2 and 3.

· Week 2 and 3 Functionality Test – the SCR submissions will be tested in accordance with the Measures of Merit.  
5.1 SCR Tool Interoperability Requirements (also refer to above Section 4.1.1 Interoperability Requirements)
The SCR tool shall provide an interface to import data from the SCCVI (compliance) tool I-ASSURE Contract (IA 232) and shall provide interfaces to import data from service-level “ENTERPRISE” security assessment tools/systems currently in-use to maximum possible extent (e.g. Harris STAT, ISS, Foundstone, Nessus).  The SCR Tool must be able to remediate vulnerabilities reported by the SCCVI tool(s) in an automated fashion without manually reentering data. The SCR Tool must provide a Graphical User Interface to guide the operator through the process of importing/reading the vulnerability data from the SCCVI tool. The product contractor shall provide a Vendor Integrity Statement (VIS) attesting that their proposed SCR Tool is interoperable with service-level ENTERPRISE security assessment tools/systems in-use within the "ENTERPRISE".  The product contractor shall not only provide the VIS but also provide a "technical overview" on how their product interoperates with the SCCVI tools and shall provide description of all necessary reconfiguration of the SCR tool to support other service-level security assessment tools/systems interfaces.  Having a structured program/process that can prove your product is "certified" as being interoperable with any/all SCCVI tools operational within the "ENTERPRISE” is desired. 

The onus will be placed on the Government to provide as GFE to the offeror’s all service-level “ENTERPRISE” security assessment tools/systems are operational within the "ENTERPRISE".  

The interoperability requirements are as follows:

     (1) To import and aggregate data from the "ENTERPRISE’s" SCCVI Tools:

Structured Data Exchange and Unstructured Data Exchange.

     (2) Seamless Sharing of Data:  automated sharing of data amongst systems based on a common exchange model.

     (3) Seamless Sharing of Information: universal interpretation of

information through data processing.

6.0 Specific Tasks
6.1.8 Subtask 8 – Enterprise License



The contractor shall provide an unlimited enterprise license for the life of the contract to include upgrades with at least a one (1) year maintenance plan that allows “The ENTERPRISE” unlimited distribution, copying, and use. 

The contractor will be authorized in accordance with the Federal Acquisition Regulation (FAR) part 51 to order from Enterprise Software Agreements of the DoD Enterprise Software Initiative (ESI), following ordering procedures substantially the same as Defense FAR Supplement 208.74.   However, the contractor shall use a source that provides the best value to the Government.

We would also like to obtain favorable discounted software prices and terms for future DoD Enterprise Software Agreements (ESA) for IA software under the DoD Enterprise Software Initiative (ESI), http://www.don-imit.navy.mil/esi compared to what is offered to non-DoD customers. Offerors are encouraged to propose separate discounts for additional types of IA software from proposed software OEMs.  This is desired but not required.  The DoD ESI Team would incorporate these discounts into future ESA if possible.  Software OEMs proposed in the offeror’s quote should agree, as part of the quote, to credit the dollar value of their products in any resulting delivery order for this effort toward discounts calculated for spot price reductions under future ESA negotiated under the DoD ESI.”

6.2 Task 2 – Certification and Accreditation, Standards, Architecture, Engineering, and Integration Support
6.2.3 Subtask 3 – IA Vulnerability Schemes and Interoperability

The contractor shall incorporate all “ENTERPRISE” instruction numbering schemes.  Examples of the required instructions include the DISA Security Technical Implementation Guide (STIGs), NSA SNAC.

The SCR tool shall provide the ability to input data from the SCCVI tool (eEye Retina Suite) or an ODBC link. The SCR Tool must further accept input and deliver output via standard data formats like tab delimited, XML, and/or Comma Separated Value (CSV). The contractor shall incorporate configuration and vulnerability-related checking requirements provided by DoD expressed in OVAL XML.  Being compatible with OVAL means that each tool should be compliant with the "OVAL interface."  That interface is described on the OVAL website at this URL:   http://oval.mitre.org/oval/schema/#XML_format

There are XML descriptions (schema) for the OVAL language itself and three platforms currently:  Microsoft Windows, Solaris, and Red Hat Linux.  These descriptions comprise the OVAL interface.  In addition, there are over 880 OVAL definitions for testing vulnerabilities, and a handful of definitions for testing configuration items.  It's the interface that's critical for the acquisition.

 Deliverable:   1.  Contractor will provide OVAL XML interface within 12 months of contract award.  

6.3 Task 3 - SCR Tool Solution Installation/Operation 

The contractor shall ensure that the capability fully integrates IA vulnerability remediation.  Emphasis should include the capability to employ these tools in all operating environments, such as specified in the COE.

6.3.1  Subtask 1 - Automated Vulnerability Remediation, Closed Network Support, and Reporting
….
The contractor shall ensure that the tool is coupled with a central reporting capability and provides an effective means to remediate IA vulnerabilities. 

The contractor shall ensure that the tool has the capability to generate reports automatically via a secure web-based interface as well as be capable of building selectable reports.  The contractor shall ensure that the tool includes a report capability that will only be available to authenticated users from any machine with a DoD PKI enabled approved secure web based interface.  The contractor shall ensure that the tool includes differential reporting capabilities based on a host, scalable group of hosts, or vulnerability with customizable reports.  The tool shall provide the capability to create reports with the following criteria; DoD IAVM numbers, CVE numbers, CC, S/A, OVAL numbering schemes, the identity of the vulnerable systems, and the results of the remediation efforts.  The tool shall provide both local and remote reporting securely using DoD certified encryption modules.
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