Information Assurance Vulnerability Assessment Tool


2.  Task Order Title
Enterprise License for an automated Information Assurance Vulnerability Management (IAVM) Compliance Tool.

3. Background     

3.1 Vulnerability Management

Vulnerabilities exist when there is a flaw or weakness in hardware or software that can be exploited resulting in a violation of security policy.  Vulnerabilities are most often the result of a flaw in the coding of software.  As systems and applications become more complex, the number of lines of code multiplies exponentially.  Consequently, the potential for flaws also multiplies.  By exploiting software vulnerabilities, hackers can spread malicious code that can cause significant and pervasive damage.  Vendors, users, researches, and hackers often discover vulnerabilities in existing systems or applications.  To rectify the problem, vendors often issue a short-term fix in the form of a patch or recommended change to protocol.  Then, vendors incorporate design changes in later versions of the software.   

While the threat to Enterprise systems cannot be eliminated, the following processes effectively manage the risk associated with vulnerabilities: 

· Automated Vulnerability Identification and Reporting

· Automated Vulnerability Remediation

· An Enterprise View of Vulnerabilities

A critical aspect of effective Computer Network Defense (CND) is ensuring software operating systems and applications are kept up-to-date with the latest vulnerability patch.

4. Objectives
4.1 IAVM Objective

Specifically, the IAVM compliance tool is striving to meet the following objectives:
· Provide a repository for “The ENTERPRISE” to acknowledge receipt of, provide compliance information to, and view enterprise wide program compliance with the Information Assurance Vulnerability Management Process. 

· Provide a tool for “The ENTERPRISE” to notify their organization of specific vulnerabilities using Common Vulnerability Exposure (CVE) and Open Vulnerability Assessment Language (OVAL) names.

· Accept configuration and vulnerability-related checking requirements provided by “The ENTERPRISE” expressed on OVAL eXtensible Markup Language (XML) when available.  
· Provide the ability to quickly notify and receive acknowledgement from subordinates of an emerging threat or vulnerability. 

· Monitor status and closure to emerging and known vulnerabilities at the asset level. 

· Provide controlled access to vulnerability findings related to computer systems. 

· Allow System Administrators (SAs) with the ability to conduct self-assessments of known vulnerabilities on all system assets and track the status through closure. 

5.0 Scope

The CVE dictionary of named vulnerabilities is readily available on the public cve.mitre.org web site.  103 vendors have declared that some 198 products are or are being made CVE-compatible.  In addition, in October 2003, NIST issued a Special Publication, SP 800-36, "Guide to Selecting Information Security Products" available at:
http://csrc.nist.gov/publications/nistpubs/800-36/NIST-SP800-36.pdf
The guide specifically recommends that "Whenever applicable, the tool should report the CVE number for each identified vulnerability." 

Due to the fact that the “ENTERPRISE” IA notice numbers are available only to .mil systems and not the commercial marketplace, the Government will have the option to test the contractor’s submitted products for the IAVM Compliance Tool capability.  This test if performed will be conducted in two parts.  Part I (pre-award) will test the tool's discovery of vulnerabilities using CVE numbers as well as all other requirements stated within this SOW.  One IAVM Compliance tool will be selected as “best of breed” to continue testing in part II (post award).  Part II testing will validate that the “ENTERPRISE” IAVM notice numbers have been incorporated into the IAVM Compliance tool by the contractor 20 days after contract award.  This will safeguard the “For Official Use Only” (FOUO) nature of the “ENTERPRISE” IAVM notice numbers.
The work is focused in the following areas:

· Provide an automated IAVM tool for both “The ENTERPRISE” that fully integrates IAVM notice identification, verification, and reporting while providing a cost effective training method to employ the technology.

· Provide access to this IAVM tool in the form of an “enterprise-wide” license.

Specific services addressed in this SOW are: 

· Task Area 2 – Certification and Accreditation, Standards, Architecture, Engineering, and Integration Support

6.  Specific Tasks
6.2  Task 2 – Certification and Accreditation, Standards, Architecture, Engineering, and Integration Support
6.2.3 Subtask 3 –  IA Vulnerability Schemes and ODBC Compatibility

The contractor shall incorporate all “ENTERPRISE” numbering schemes within their tool keying on the DoD IAVM notice number.  These schemes include DoD CERT, NAVCIRT, AFCERT, ACERT, MARCIRT, and CGCIRT Vulnerability.  The contractor shall incorporate configuration and vulnerability-related checking requirements provided by DoD expressed in OVAL XML.  Being compatible with OVAL means that each tool should be compliant with the "OVAL interface."  That interface is described on the OVAL website at this URL:
http://oval.mitre.org/oval/schema/#XML_format

There are XML descriptions (schema) for the OVAL language itself and three platforms currently:  Microsoft Windows, Solaris, and Red Hat Linux.  These descriptions comprise the OVAL interface.  In addition, there are over 500 OVAL definitions for testing vulnerabilities, and a handful of definitions for testing configuration items.  It's the interface that's critical for the acquisition.

The contractor shall incorporate both an exportable (comma separated value (CSV)) and ODBC capability within its scanning product.  Format for the CSV file will be provided upon contract award. 

Deliverable:  1.  Contractor will provide DoD IA Vulnerability schemes and ODBC capability within twenty (20) days of award date.


2.  Contractor will provide the OVAL XML features in the tool within 12 months of contract award.  

6.2.4 Subtask 4 – Hierarchal Architecture 

The contractor shall ensure that its IAVM Compliance tool is capable of being deployed on all networks within each “ENTERPRISE” enclave to assess IA vulnerability Compliance.  This tool shall have the capability to share the results of its IA vulnerability assessments with many report-generating systems.  

The compliance tool will have the ability to run tests within the enclave under both local and external control.  The tool must also provide both local and remote reporting with the remote reporting capability designed to incorporate multiple levels of correlation.  All out of enclave communications need to be encrypted in accordance with FIPS 140 standard.  The ultimate goal is to have the tool input to the Vulnerability Management System (VMS) for vulnerability tracking of assets.

A report-generating system will be deployed at a defined “Headquarters” of a major organizational command element within “The ENTERPRISE” for the purpose of viewing Vulnerability Compliance reports for the entire command.  

The tool and report-generating system shall also be accessible via an ODBC data source in order to report the results of their compliance assessments to a reporting database in order to produce Vulnerability Compliance reports across “The ENTERPRISE”.  
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