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The Key to Information Sharing

What Is CVE?

Common Vulnerabilities and
Exposures (CVE) is a list or
dictionary that provides com-
mon names for publicly known
information security vulnera-
bilities and exposures. Using a
common name makes it easier
to share data across separate
databases and tools that until
CVE were not easily integrat-
ed. This makes CVE the key to
information sharing. If a report
from one of your security

tools incorporates CVE names,
you may then quickly and
accurately access fix informa-
tion in one or more separate
CVE-compatible databases to
remediate the problem.

CVE is:
m One name for one vulner-
ability or exposure

m One standardized descrip-
tion for each vulnerability or
exposure

m A dictionary rather than a
database

m How disparate databases
and tools can “speak” the
same language

m The way to interoperability
and better security coverage

m A basis for evaluation
among tools and databases

m Accessible for review or
download from the Internet

m Industry-endorsed via the
CVE Editorial Board

Why CVE?

Most information security
tools include a database of
security vulnerabilities and
exposures; however, there is
significant variation among
them and no easy way to de-
termine when different data-
bases are referring to the same
problem. The consequences
are potential gaps in security
coverage and no effective

interoperability among the
disparate databases and tools.
In addition, each tool vendor
currently uses different metrics
to state the number of vul-
nerabilities or exposures they
detect, which means there

is no standardized basis for
evaluation among the tools.
With a standard list of vulner-
abilities and exposures such as
CVE, your databases and tools

can “speak” to each other.
And, you'll know exactly what
each tool covers because CVE
provides you with a baseline
for evaluating the coverage

of your tools. This means you
can determine which tools are
most effective and appropriate
for your organization’s needs.
In short, CVE-compatible
tools and databases will give
you better coverage, easier

The CVE Concept: UNIX Example

Without CVE With CVE

CGl.example code
compromises http server
L-3 Expert

phf CGl-allows remote
command execution
AXENT NetRecon

CA-96.06.cgi_example_code.
CERT Advisory

#629-phf Remote Command
Execution Vulnerability
Security-Focus

DARPA CIDE

ERS-SVA-E01-1996:002.1
#180 HTTP Server IBM ERS

Network: HTTP ‘phf’ Attack
CyberSafe Centrax

CERIAS
Fhttpd_escshellemd
AXENT
http-cgi-phf
155'X-Force
Database CERT
#107 - cgi-phf :
BindView Security
HackerShield Focus
HTTP-cgi-phf

Cisco

0x00000025 =/HTTP PHF attack NetRanger

CGI phf program allows remote command
execution through shell metacharacters.

IBM
CyberSafe
CERIAS
CVE
BindView

Cisco
CIDF

CVE-1999-0067
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interoperability, and enhanced
security.

CVE is also endorsed by lead-
ing representatives from the
information security com-
munity. CVE's content results
from the collaborative efforts
of the CVE Editorial Board,
which includes representatives
from numerous information
security-related organizations.

Who Is the Editorial
Board?

The CVE Editorial Board in-
cludes members from numer-
ous information security-re-
lated organizations including
commercial security tool ven-
dors, members of academia,
research institutions, govern-
ment agencies, and other
prominent security experts.
Through open and collab-
orative discussions, the Board
identifies which vulnerabilities
or exposures are included in
CVE, then determines the
common name and descrip-
tion for each entry.

The MITRE Corporation cre-
ated the Editorial Board, mod-
erates Board discussions, and
provides guidance throughout
the process to ensure that
CVE serves the public interest.
Archives of Board meetings
and discussions are available
for review on the CVE Web
site. Other information secu-
rity experts will be invited to
participate on the Board on an
as-needed basis based upon
recommendations from Board
members.

What It Means to Be CVE
Compatible

“CVE-Compatible” means that
a tool, Web site, database, or
other security product or ser-
vice uses CVE names in a man-
ner that allows it to be cross-
referenced with other products
that employ CVE names.

“CVE compatible” means:

m CVE SEARCHABLE — A
user can search using a
CVE name to find related
information.

Evaluation Process

EVALUATE

Directly compare CVE-compatible tools/databases based on your sublist

CVE-0000-0001 X

CVE-0000-0002

CVE-0000-0003 X

CVE-0000-0004 X

wWww.mitre.org

The MITRE Corporation
202 Burlington Road
Bedford MA 01730-1420

m CVE OUTPUT — Information
is presented that includes
the related CVE name(s).

m MAPPING — The reposi-
tory owner has provided a
mapping relative to a spe-
cific version of CVE, and has
made a good faith effort
to ensure accuracy of that
mapping.

m DOCUMENTATION — The
organization’s standard doc-
umentation includes a de-
scription of CVE, CVE com-
patibility, and the details of
how its customers can use
the CVE-related functionality
of its product or service.

Different tools provide differ-
ent coverage/cross-referencing
of CVE names (e.g., some
tools might cover Unix, while
others cover Windows NT).
You will need to evaluate any
CVE-compatible products/ser-
vices based upon your organi-
zation'’s specific requirements.
Visit the site for the most
current information regarding
the types and availability of
CVE-compatible products and
services.

The CVE Naming Process

The process begins with the
discovery of a potential secu-
rity vulnerability or exposure.
The information is then as-
signed a CVE name with
candidate status. The Editorial
Board discusses the candidate
and votes on whether or not it
should become a CVE entry. If
the candidate is accepted, it is
entered into CVE and is pub-
lished on the CVE Web site.
All CVE entries and candidates
can be searched on the site.

The MITRE Corporation
7515 Colshire Drive
McLean VA 22102-7508

The MITRE Corporation
maintains CVE and provides
impartial technical guidance to
the Editorial Board on all mat-
ters related to ongoing devel-
opment of CVE. In partnership
with government, MITRE is an
independent, not-for-profit
corporation working in the
public interest. It addresses
issues of critical national im-
portance, combining systems
engineering and information
technology to develop inno-
vative solutions that make a

difference.

Take the Next Step

Network Security Adminis-
trators: Adopt CVE-compat-
ible products and services or
encourage your vendors to
be CVE-compatible to sup-
port your enterprise security

requirements.

Vendor/Vulnerability Data-
base Managers: Deliver CVE-
compatible tools, databases,
or services to your customers
for better coverage, easier
interoperability, and enhanced

security across the enterprise.

To learn more:

cve.mitre.org
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