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Purpose

This document provides guidelines for Federal organizations’ acquisition and use of security-related Information Technology (IT) products and services.  NIST’s advice is provided in the context of larger recommendations regarding security assurance (see NIST Special Publication 800-23).

This document has been developed by NIST in furtherance of its statutory responsibilities (under the Computer Security Act of 1987 and the Information Technology Management Reform Act of 1996, specifically 15 U.S.C. 278 g-3(a)(5) ).  This is not a guideline within the meaning of (15 U.S.C. 278 g-3 (a)(3) ).

These guidelines are for use by Federal organizations which process sensitive information.  They are consistent with the requirements of Office of Management and Budget (OMB) Circular A-130, Appendix III.

The guidelines herein are not mandatory and binding standards.  This document may be used by non-governmental organizations on a voluntary basis.  It is not subject to copyright.

Nothing in this document should be taken to contradict standards and guidelines made mandatory and binding upon Federal agencies by the Secretary of Commerce under his statutory authority.  Nor should these guidelines be interpreted as altering or superseding the existing authorities of the Secretary of Commerce, the Director of the OMB, or any other Federal official.

Background

The Common Vulnerabilities and Exposures (CVE) vulnerability naming scheme is a dictionary of common names for virtually all publicly known vulnerabilities. It is an emerging industry standard that has achieved wide acceptance by the security industry and a number of government organizations.  Technical vulnerability experts from 31 industry, academia, and government organizations vote on the common names.  CVE provides the computer security community with:

1. a comprehensive list of almost all publicly known vulnerabilities,

2. validation of the existence of each vulnerability, and

3. a unique name to be used for each vulnerability.

General CVE information is available at http://cve.mitre.org. The vulnerabilities listed in CVE can be viewed using the NIST ICAT vulnerability index at http://icat.nist.gov. 

Guidelines

1. Federal departments and agencies should give substantial consideration to the acquisition and use of security related IT products and services that are compatible with the CVE vulnerability naming scheme.

Information systems face ever-increasing exposure to vulnerabilities.  To help counter this exposure, most organizations use commercial off-the-shelf (COTS) security products and services to track, detect, or counter known vulnerabilities.  A problem with many of these products is that different products use different names for the same vulnerabilities.  Without a consistent vulnerability terminology it is hard to compare the vulnerability coverage of such security products. Also, it may be difficult to correlate alerts among different vendors’ or services’ databases and tools.  CVE compatibility addresses a portion of these problems by providing a comprehensive list of vulnerabilities and standard names for identifying the vulnerabilities.  Thus, it is important that we consider acquiring CVE compatible security products and services. We should be careful, however, to consider CVE compatibility only for products and services that inherently make use of vulnerability names. Such products and services include: vulnerability scanners, vulnerability databases, vulnerability advisory services, vulnerability patch services, most intrusion detection systems, and some firewalls.   

Your organization’s use of CVE and CVE-compatible products can assist you by

1) determining which product covers the vulnerabilities that you most care about; and 

2) increasing the assurance that the alerts produced by the product(s) you choose will be able to be correlated with alerts from your other products and from your incident response center. 

The requirements for CVE compatibility are described at http://cve.mitre.org/compatible/requirements.html.  Currently identified compatible products and services are listed on the Compatible Products pages, http://cve.mitre.org/compatible. While CVE compatibility should be an important consideration in IT security product and service acquisition, Federal departments and agencies should foremost consider their overall requirements (functionality, cost, performance, architecture, etc.) when acquiring products and services.

2. Federal departments and agencies should periodically monitor their critical systems for the vulnerabilities listed in the CVE vulnerability naming scheme.

CVE provides an excellent resource for monitoring systems for vulnerabilities since it is a standardized and reviewed vulnerability list that virtually covers all known computer vulnerabilities.  CVE consists of standardized vulnerabilities combined with candidates for the standard.  We recommend monitoring critical systems for both standardized and candidate vulnerabilities in order to find and patch vulnerabilities in a timely manner.

Automated software tools can scan hosts and networks for CVE vulnerabilities and we recommend regular use of such products. However, such products will usually not cover all CVE standardized and candidate vulnerabilities.  For additional thoroughness, systems administrators and security officers can periodically compare the software products used on critical systems directly to the vulnerabilities listed in the CVE repository.  We recommend performing this comparison using the NIST ICAT Metabase (http://icat.nist.gov). ICAT is a publicly available CVE search engine that allows one to search for vulnerabilities by vendor names, products names, and version numbers.  When an applicable vulnerability is found, ICAT provides a variety of vulnerability attributes (e.g. attack range and damage potential) and links to vulnerability and patch information from a variety of public resources.  In summary, we recommend the use of automated scanning tools on a frequent basis combined with periodic manual vulnerability discovery using ICAT for critical systems.
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